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Abstract

This study examines the applicability of international humanitarian law (IHL) rules to
contemporary forms of armed conflict, particularly cyber warfare and autonomous
weapon systems, in light of the rapid technological developments that have
fundamentally transformed the means and methods of warfare. States have increasingly
resorted to cyber operations to target critical infrastructure and military objectives, as
well as to autonomous weapon systems that operate without direct human intervention,
with the aim of reducing human casualties and achieving greater military superiority.
However, this shift raises profound legal challenges concerning the ability of these
modern means of warfare to comply with the core principles of international
humanitarian law, foremost among them the principles of distinction, proportionality,
military necessity, and the obligation to take precautions in attack.

In its first part, the study focuses on cyber warfare as a novel form of armed conflict and
analyzes the extent to which cyber operations are subject to the rules of international
humanitarian law, particularly the principle of distinction between civilians and
combatants. This analysis is conducted in light of the dual-use nature of cyberspace and
the difficulty of classifying cyber targets, in addition to the challenges related to the
attribution of legal responsibility for violations resulting from cyber attacks, given the
difficulty of identifying the actual perpetrators and the sources of such attacks.

In its second part, the study addresses the application of international humanitarian law
to autonomous weapon systems and highlights the challenges these systems pose to
compliance with fundamental humanitarian principles, due to the absence of human
judgment and moral agency in automated decision-making processes. The study further
discusses the issue of the “responsibility gap” that may arise when violations of
international humanitarian law are committed through the use of such systems, and
analyzes the potential forms of responsibility, whether borne by states, military
commanders, programmers, or manufacturers.

The study concludes that, although the rules of international humanitarian law were
originally developed in the context of traditional warfare, they remain applicable to
modern conflicts, including cyber warfare and the use of autonomous weapons.
Nevertheless, this applicability requires a flexible interpretation and further
development of these rules in order to align them with the realities of contemporary
armed conflicts. The study also emphasizes the need to strengthen international legal
frameworks and to establish clearer and more effective regulatory mechanisms to ensure
the protection of civilians, prevent impunity, and preserve the humanitarian character of
armed conflicts.
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(27) Paulo Shakarian and others, Introduction to Cyber-warfare A Multidisciplinary Approach,
(USA: Syngress, Elsevier, 2013, p. 2).

(28) Richard A. Clarke and Robert Knake, Cyber War: The Next Threat to National Security and
What to Do About It, (New York: Harper Collins, 2010), p. 6.
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(30) International Strategy for Cyberspace, Prosperity, Security, and Opennessin a Networked
World the White House Washington, USA, May, 2011, p. 9.
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(31) TALLINN MANUAL on the international law applicable to cyber warfare, Prepared by the

International Group of Experts at the Invitation of The NATO Cooperative Cyber Defense
Centre of Excellence, General editor: Michael N. Schmitt, (New York: Cambridge University
Press, 2013, rule 30, p. 91_92).

(*?) Ibid, para 7, p. 69.
(*®) Ibid, para 9, p. 70.



Arc IR il calaulyall paiigg Alag

- - 20 saall 07 wlxd : ]
Journal index of exploratory studies . el ISSN: 2701-9233

Yy« ereSTl Sl e ousd! @lladl slered Tlas cilad! ozl el 2asls Tolual muas
gl zm oF Jlais | sy Lo ldag oy Letlly «Auslas ¥l cldaally cc¥las¥ly dalall 33l Juaad)
<13 331N o Jumall Ay lia (S @ 1319 .33 63 oo AST Aslad! Slazeed a3 Asall oLl
ez A galall Gl mszel) omye 2l 380U IS maas 6,Suall alusradly Gl slasia|
Lo sradll T a3 3,k e byt s JAL Gilad ¥ Joudl Ogilall cozeind of
A ) oyl oy Glad ¥l Og3lall Ll e Adgiad | sbins) 2.1

ST eceadadl i (o Aoy (o o @ Gty @Il 18 ¢ il bLAUL 1Y) 3las Lodie
Seles Ll ayUT S0 osle aull Carall Bure Jawl ady cagbs Jawy Jgadl o (udliadl oo WL
O Ll a3 @ 4 zsaall ALl (S5iina

of dl Dlas oJels IS Anbudl Sloa¥l alasial e 5308 cagdl cJoudl (o Sl

Gd e 3o Joudl sda pany Jlakl ASTy (leaas ST compal ctiluad! alaanlly (332Y)

Bsall Sotun I dums ¥ gl Lpaay SUT o dusladl Sl i Lean cadad Al cloxa

Aelall wlezdly Joadl oo TS G gy Ambuad) 39811 Sytus JI s g1 5391 Lganyg cixlaad

e b dlexa O dalady coliadl o M Ailad) Sloxdl pasiud LegSxll ad
Llas TSy 135 Ll uasdl 335 0 J) 6385 o e ¥

4lsaly «Joull aerzell Jsls Aulad! Slamdl e Adogad) wpuzs alee § ldazll Oy

Slezedl sl laztl Gigilall glamtlly TS Lugsts Lims LIS J843 2 )lo sl aelsd ) Jgumsll

e, 2l e Jlad¥l spums ) g sl lee 3Y (L ls oy S0 130 Hue il s Al
Lee dogud) wpuzs Jls

058 3 «Gilad! Bld! 3 (MY dlaas e (Joudl Oailall &zt uclgd e sleze¥ly
B9 il s Laally glasll L) g3 gl Jaadl e 3dos Adosane Jamas &gl

ooy 9l Lelogus pam 4 pods soludl Glate (£ st Jad 6l e Adosudl Joull Jozis
55).’9.3,& ¢‘2§.@ dLaﬁi &LM cwls b 4@35}}_@2 dUeld QLQ:- 3i ‘Qg.‘jl.ﬁ.n 3T u;«MSj e LQ_‘ ug.a_il.ﬂ‘

(4 Lucas Kello, The Virtual Weapon and International Order, (Great Britain: Yale University
press New Haven and London, 2017, p. 78).
3% Tallinn Manual 2.0 On the International law applicable to Cyber Operations, Prepared

by the International Groups of Experts at the Invitation of the NATO Cooperative Cyber
Defense Centre of Excellence, General editor Michael N. Schmitt, (USA: Cambridge
University Press, 2017, Rule 14, p. 84).
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(39) Brian J. Egan, Remarks on International Law and Stability in Cyberspace, Berkeley Journal
of International Law, vol. 35, Issue 1, (2017), p. 177.

(40) Cyber Strategy, Summary, U.S. Department of Defense, (USA, 2018), p. 1.

(https://media.defense.gov/2018/Sep/18/2002041658/-1/-
1/1/CYBER STRATEGY SUMMARY_FINAL.PDF) (last site visit november 2025).
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